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Android Malware Application Detection Method Based on
Heterogeneous Information Network
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(School of Computer Science and Technology, Guangzhou University of Technology, Guangzhou 510006, China)

Abstract: To address the problems of camouflage and real-time detection of the traditional Android malware
detection methods, a new Android malware detection method based on heterogeneous information networks is
proposed. By modeling the Android entities and relationships nodes and edges, respectively, in a heterogeneous
information network, two network representation learning models are designed, including the meta-structure
attention network representation learning and the incremental learning models. First, the meta-structure attention
network representation learning model is used for intra-sample node embedding, and the embedded nodes and
labels are input to a deep neural network for training. Then, the incremental learning model is used for learning the
extra-sample node embeddings. The top-k algorithm is used to aggregate neighboring nodes within the
heterogeneous information network, and the embedded node to be detected is input to the trained deep neural
network for detection. Experimental results show that the F, value of the proposed method is 97.5%, the accuracy
rate is 96.7%, and the average detection time is 3.7 ms, which are better than the existing methods, demonstrating
the effectiveness of the proposed method for dealing with Android malware camouflage and for real-time Android
malware detection.
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Fig.1 Block diagram of the Android malicious program detection method based on heterogeneous information network
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Table 2 Experimental environment and configuration
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Table 5 Experimental evaluation metrics
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Table 6 F,-Score of malware application detection in training

samples
» L)
Tiik
20% 40% 60% 80%
Node2Vec 0.8412 0.8376 0.854 4 0.8602

Metapath2Vec 0.9232 0.9322 0.9326 0.9396

GCN 0.865 2 0.867 6 0.8722 0.8762
GAT 0.843 6 0.863 4 0.8754 0.8802
RS-GCN 09214 0.9512 0.9516 0.956 2
RS-GAT 0.950 6 0.963 2 0.965 4 0.966 2
Drebin 0.9314 0.9386 0.944 6 0.947 6
HinDroid 0.964 2 0.966 8 0.968 2 0.974 6

DroidEvolver 0.941 4 0.9516 0.946 4 0.9508
AT 0.965 6 0.9720 0.9732 0.9757
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Table 7 Accuracy of malware application detection in training

samples
= HEREai]
WiRES
20% 40% 60% 80%
Node2Vec 0.8252 0.8386 0.8403 0.8591

Metapath2Vec 09198 0.9322 0.9336 0.9386

GCN 0.8556 0.866 2 0.863 1 0.869 0
GAT 0.8462 0.864 4 0.8760 0.8832
RS-GCN 09198 0.9490 0.9527 0.954 6
RS-GAT 0.947 6 0.9618 0.965 4 0.969 8
Drebin 0.9294 0.9354 0.940 6 0.944 5
HinDroid 0.9490 0.949 1 0.9520 0.9662

DroidEvolver 0.9328 0.950 4 0.9556 0.962 4
KI5 VE 0.9479 0.9559 0.9619 0.9672
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Table 8 F)-score detected by out-of-sample malware applications
Fii
v2018 v2019 v2020 v2021

WIRES

Node2Vec 0.8104 0.7958 0.8126 0.8236
Metapath2Vec 0.9322 09197 0.9215 0.9347

GCN 0.870 6 0.836 8 0.849 8 0.869 4
GAT 0.843 4 0.863 1 0.8543 0.865 1
RS-GCN 0.9545 0.9478 0.947 6 0.965 4
RS-GAT 0.9343 0.9425 0.9563 0.9432
Drebin 0.772 6 0.7855 0.8278 0.943 1
HinDroid 0.923 4 0.9297 0.9275 0.923 4

DroidEvolver 0.8456 0.8543 0.896 4 0.965 4
¥ NSWIRIN 0.9805 0.9738 0.9673 0.967 8
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Table 9 FP values detected by out-of-sample malware

applications
) FP{H
Jiik
v2018 v2019 v2020 v2021
Node2Vec 0.084 6 0.8192 0.0782 0.077 4

Metapath2Vec 0.0418 0.0576 0.0592 0.065 6

GCN 0.0358 0.0428 0.0414 0.036 6
GAT 0.040 8 0.0386 0.0402 0.0335
RS-GCN 0.0115 0.0132 0.0126 0.008 6
RS-GAT 0.0173 0.0145 0.0106 0.0126
Drebin 0.0583 0.054 6 0.044 2 0.0142
HinDroid 0.0176 0.0252 0.0156 0.006 2

DroidEvolver 0.0392 0.0376 0.0255 0.0108

ASCTT 0.0049 0.006 8 0.007 8 0.008 1
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Fig.5 Consumption of the detection time of out-of-sample APP
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